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The Client s

Sandwell and West Birmingham ' S
NHS Trust is an integrated care X @
organisation and it employs over " 8t
7,000 people. : R
RINTE #

The Group and the Trust are responsible . R
for the care of 530,000 local people from om . @ iU ‘
across North West Birmingham and all s - N 20

the towns within Sandwell. - S S 5

Sandwell and-West *
Birmingham Hospitals
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The Challenges

The Trust wanted to expand and improve its VPN
(Virtual Private Network) connectivity to ensure
that it was safe and secure. It also wanted to
develop its existing cybersecurity infrastructure
to meet compliance requirements.

Although the Trust had not experienced any drastic
cybersecurity breaches, the team was aware that it needed
proactive and preventative measures in place to defend
against sophisticated cyber attacks. The team also wanted
to identify weak passwords and stale accounts, to minimise
the chance of attacker’s taking advantage of unauthorised
privileged access.
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The Solution

I MHIRXMGOIH 5I1RXIVE EW E OlI] WSPYXMSR JSV XLI 8VYWX{W TVMQEV] G]F

Pentera simulates the thoughts, movements, and actions of a skilled team of hackers. If a weakness is found, users are
EPIVXIH ERH XLI WIWXIQ G0\IW MX 3 HE]W E ]IEV

We selected this technology as a viable solution for a number of reasons:

[ Pentera continuously monitors and tests cybersecurity [ It alerts users to identify security weaknesses before the
controls LEGOIV ORHW XLIQ
[ It provides a complete view of the attack surface and [ . X EPPS[W YWIVW XS IHYGEXI WXEU EFSYX
security gaps cause security gaps (i.e. weak passwords)
f It dramatically reduces the attack surface to close f . X SulvW TVMSVMXMWIH VIQIHMEXMSR 3 YW
security gaps QSWX GVMXMGEP WIGYVMX] KETW aGVWX W&
EMXL YRMOQTSVXERX RSXMUGEXMSRW
[ . XIW JYPP] EYXSQEXIH 3 YWIVW GER PIEZI 5TRXIVE XS VYR XIWXW
in the background, requiring little to no intervention [ . X LEW E GPIEV YWIV JVMIRHP] TPEXJSVQ
[ The software is constantly updated to keep up with the [ It's easy to deploy

latest hacker techniques

[ . X VIHYGIW G]JFIVWIGYVMX] VMWO 3 YWIVW GER WXVIWW XIWX XLI
current security stack without changing, deleting or
encrypting data
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The Results

Pentera has allowed the Trust to develop a more
proactive and evidence-based cybersecurity strategy.

f

.J XLI .8 XIEQ RIIHW XS QEOI WMKRMUOGERX GLERKIW XS
the infrastructure, they can use Pentera to pen test the
environment and ensure they haven’t created or missed any

cybersecurity gaps. Thanks to Pentera, they've

8LI] YWI 5IRXIVE XS JSGYW SR WTIGMUG EVIEW J [|Rﬁmé@% benchmark for
ERH TVSHYGI VIWYPXW FEWIH TVSTSWEPW XS GEERKI TSPMGMIW
example, password security changes may be inconvenient acceptable Cybersecunty

ERH XMQI GSRWYQMRK JSV XLI IRH YWIV [LMGL E\?Pﬂ'a/dﬁdég(
ET

YVKIRX EGXMSR 3S[ XLI 8VYWX GER YWI 5IRXI URHMRKW
to make compelling arguments to change cybersecurity Craig Bromage-Llewellyn, Head Of
policies. Infrastructure at Sandwell and West

Thanks to Pentera, they've formed a benchmark for Birmingham Hospitals NHS Trust
acceptable cybersecurity practices. Whether they want to

QEOI WQEPP X[IEOW SV PEVKI WGEPI TVSTSWEPW XLI] GER TVIWIRX
5IRXIVETW 0RHMRKW EW IZMHIRGI SR [L] XLSWI GLERKIW EVI

necessary.

As it's fully automated, Pentera has given the team more
time to work on other important tasks. It's given the team the
peace of mind that, in the event of a breach or attack, they’ll
be fully prepared.
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The Future

Pentera has allowed the Trust to develop a
WXVEXIKMG G]JFIVWIGYVMX] VSEHQET XLEXTW FSXL

proactive and reactive.

The team has used the technology to make
incremental improvements to the Trust’'s cybersecurity
posture, allowing them to identify the right combination
of tools that work within the IT environment.

The team will use Pentera to identify weaknesses

as and when they appear to continually update and

optimise the cybersecurity strategy. The technology

forms the basis for proposals, so the team can use

HEXE HVMZIR IZMHIRGI [LIR VIUYIWXMRK JYRHMRK JSV RI]
cybersecurity solutions.
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Together we protect what matters
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