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A Pentera Case Study



The Client
Sandwell and West Birmingham 
NHS Trust is an integrated care 
organisation and it employs over 
7,000 people. 

The Group and the Trust are responsible 
for the care of 530,000 local people from 
across North West Birmingham and all 
the towns within Sandwell. 
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The Challenges
The Trust wanted to expand and improve its VPN 
(Virtual Private Network) connectivity to ensure 
that it was safe and secure. It also wanted to 
develop its existing cybersecurity infrastructure  
to meet compliance requirements. 

Although the Trust had not experienced any drastic 
cybersecurity breaches, the team was aware that it needed 
proactive and preventative measures in place to defend 
against sophisticated cyber attacks. The team also wanted 
to identify weak passwords and stale accounts, to minimise 
the chance of attacker’s taking advantage of unauthorised 
privileged access.
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The Solution
�;�I���M�H�I�R�X�M�û�I�H���5�I�R�X�I�V�E���E�W���E���O�I�]���W�S�P�Y�X�M�S�R���J�S�V���X�L�I���8�V�Y�W�X�¶�W���T�V�M�Q�E�V�]���G�]�F�I�V�W�I�G�Y�V�M�X�]���G�S�R�G�I�V�R�W����

Pentera simulates the thoughts, movements, and actions of a skilled team of hackers. If a weakness is found, users are 
�E�P�I�V�X�I�H���E�R�H���X�L�I���W�]�W�X�I�Q���û�\�I�W���M�X���³�����������H�E�]�W���E���]�I�E�V��������������

We selected this technology as a viable solution for a number of reasons:

	�ƒ Pentera continuously monitors and tests cybersecurity 
controls

	�ƒ It provides a complete view of the attack surface and 
security gaps

	�ƒ It dramatically reduces the attack surface to close 
security gaps

	�ƒ �.�X�¶�W���J�Y�P�P�]���E�Y�X�S�Q�E�X�I�H���³���Y�W�I�V�W���G�E�R���P�I�E�Z�I���5�I�R�X�I�V�E���X�S���V�Y�R���X�I�W�X�W��
in the background, requiring little to no intervention

	�ƒ The software is constantly updated to keep up with the 
latest hacker techniques

	�ƒ �.�X���V�I�H�Y�G�I�W���G�]�F�I�V�W�I�G�Y�V�M�X�]���V�M�W�O���³���Y�W�I�V�W���G�E�R���W�X�V�I�W�W���X�I�W�X���X�L�I��
current security stack without changing, deleting or 
encrypting data

	�ƒ It alerts users to identify security weaknesses before the 
�L�E�G�O�I�V���û�R�H�W���X�L�I�Q

	�ƒ �.�X���E�P�P�S�[�W���Y�W�I�V�W���X�S���I�H�Y�G�E�X�I���W�X�E�ú���E�F�S�Y�X���X�L�I���Q�M�W�X�E�O�I�W���X�L�E�X��
cause security gaps (i.e. weak passwords)

	�ƒ �.�X���S�ú�I�V�W���T�V�M�S�V�M�X�M�W�I�H���V�I�Q�I�H�M�E�X�M�S�R���³���Y�W�I�V�W���E�V�I���E�P�I�V�X�I�H���X�S���X�L�I��
�Q�S�W�X���G�V�M�X�M�G�E�P���W�I�G�Y�V�M�X�]���K�E�T�W���û�V�W�X���W�S���X�L�I�]�¶�V�I���R�S�X���M�R�Y�R�H�E�X�I�H��
�[�M�X�L���Y�R�M�Q�T�S�V�X�E�R�X���R�S�X�M�û�G�E�X�M�S�R�W

	�ƒ �.�X���L�E�W���E���G�P�I�E�V�����Y�W�I�V���J�V�M�I�R�H�P�]���T�P�E�X�J�S�V�Q

	�ƒ It’s easy to deploy
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The Results
Pentera has allowed the Trust to develop a more 
proactive and evidence-based cybersecurity strategy. 

	�ƒ �.�J���X�L�I���.�8���X�I�E�Q���R�I�I�H�W���X�S���Q�E�O�I���W�M�K�R�M�û�G�E�R�X���G�L�E�R�K�I�W���X�S��
the infrastructure, they can use Pentera to pen test the 
environment and ensure they haven’t created or missed any 
cybersecurity gaps. 

	�ƒ �8�L�I�]���Y�W�I���5�I�R�X�I�V�E���X�S���J�S�G�Y�W���S�R���W�T�I�G�M�û�G���E�V�I�E�W���S�J���[�I�E�O�R�I�W�W��
�E�R�H���T�V�S�H�Y�G�I���V�I�W�Y�P�X�W���F�E�W�I�H���T�V�S�T�S�W�E�P�W���X�S���G�L�E�R�K�I���T�S�P�M�G�M�I�W�����+�S�V��
example, password security changes may be inconvenient 
�E�R�H���X�M�Q�I���G�S�R�W�Y�Q�M�R�K���J�S�V���X�L�I���I�R�H���Y�W�I�V�����[�L�M�G�L���G�E�R���T�V�I�Z�I�R�X��
�Y�V�K�I�R�X���E�G�X�M�S�R�����3�S�[�������X�L�I���8�V�Y�W�X���G�E�R���Y�W�I���5�I�R�X�I�V�E�¶�W���û�R�H�M�R�K�W��
to make compelling arguments to change cybersecurity 
policies. 

	�ƒ Thanks to Pentera, they’ve formed a benchmark for 
acceptable cybersecurity practices. Whether they want to 
�Q�E�O�I���W�Q�E�P�P���X�[�I�E�O�W���S�V���P�E�V�K�I���W�G�E�P�I���T�V�S�T�S�W�E�P�W�����X�L�I�]���G�E�R���T�V�I�W�I�R�X��
�5�I�R�X�I�V�E�¶�W���û�R�H�M�R�K�W���E�W���I�Z�M�H�I�R�G�I���S�R���[�L�]���X�L�S�W�I���G�L�E�R�K�I�W���E�V�I��
necessary. 

	�ƒ As it’s fully automated, Pentera has given the team more 
time to work on other important tasks. It’s given the team the 
peace of mind that, in the event of a breach or attack, they’ll 
be fully prepared. 

Thanks to Pentera, they’ve 
formed a benchmark for 
acceptable cybersecurity 
practices.  

Craig Bromage-Llewellyn, Head Of 
Infrastructure at Sandwell and West 
Birmingham Hospitals NHS Trust
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The Future
Pentera has allowed the Trust to develop a 
�W�X�V�E�X�I�K�M�G���G�]�F�I�V�W�I�G�Y�V�M�X�]���V�S�E�H�Q�E�T���X�L�E�X�¶�W���F�S�X�L��
proactive and reactive. 

The team has used the technology to make 
incremental improvements to the Trust’s cybersecurity 
posture, allowing them to identify the right combination 
of tools that work within the IT environment. 

The team will use Pentera to identify weaknesses 
as and when they appear to continually update and 
optimise the cybersecurity strategy. The technology 
forms the basis for proposals, so the team can use 
�H�E�X�E���H�V�M�Z�I�R���I�Z�M�H�I�R�G�I���[�L�I�R���V�I�U�Y�I�W�X�M�R�K���J�Y�R�H�M�R�K���J�S�V���R�I�[��
cybersecurity solutions. 
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Core to Cloud Ltd

@CoretoCloud

To g e t h e r  w e  p r o t e c t  w h a t  m a t t e r s
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